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A. General information about the course:

1. Course ldentification

1. Credit hours: (2)

2. Course type

m OUniversity LlCollege Department  [OTrack OOthers
“ Required [CIElective
3. Level/year at which this course is offered: (2" Level/ 1% year)

4. Course General Description:

This course provides an overview of the field of cybersecurity. It introduces
students to fundamental cybersecurity topics including but not limited to basic
cybersecurity concepts and their application, cyber threats, types of attacks, and
types of contemporary cybercrimes.

5. Pre-requirements for this course (i any):

None

6. Co-requisites for this course i any):

None

7. Course Main Objective(s):

By the end of the course, students should be able to
1. Express knowledge of basic security concepts, techniques, and practices
using terminology from the field.
2. Develop a foundation with security concepts for further study in the
field of cybersecurity.
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2. Teaching mode (mark all that apply)

m Mode of Instruction Contact Hours

1 Traditional classroom 100%
2 E-learning
Hybrid
3 e Traditional classroom
® E-learning
4  Distance learning

3. Contact Hours (based on the academic semester)

“ Activity Contact Hours

Lectures 30
Laboratory/Studio

Field

Tutorial

5.  Others (specify)

B. Course Learning Outcomes (CLOs), Teaching Strategies and Assessment
Methods

Code Course Learning Code of PLOs aligned Teaching Assessment
Outcomes with the program Strategies Methods

Knowledge and understanding

5 Rl ) e

Examine

fundamental

cybersecurity

co-na-epts and K1 Lecture Ass-ignments,
principles of Quizzes, Exams
cybersecurity cyber

threats, types of

attacks

11



- c

wjaillg puleill pygdi aus

Education & Training Evaluation Commission

( 4 4
\ \ ¥

-

Identify common
2.1 cybersecurity S3 Lecture
attacks and threats.
Ability to describe
the basic knowledge
of information
2.2 security in cyber S3 Lecture
security threats and
the methods that
used in protection.

Assignments,
Quizzes, Exams

Assignments,
Quizzes, Exams

Identify the
importance of Assignments
2.3 physical, network, S4 Lecture . . ’
L. Quizzes, Exams
and application-level
security.

m Values, autonomy, and responsibility

Be an independent
learner, able to

acquire further Assignments,
3.1 ] V2 Lecture ]

knowledge with Quizzes, Exams

some guidance or

support.

C. Course Content

o

Cybersecurity Concepts 4
Computer and Application Security
Malware Types

Cyber Crimes Types

Network Security

Mobile Security

Web security

Cryptography

Safe Browsing

Social Media Threats

History and Concepts of Internet
12. Cybersecurity Standards and Law.

I R R

600

= Bl B Bl B

=
e

=
=
N & N NN N NNSBANN

5



wjaillg puleill pygdi aus

Education & Training Evaluation Commission

D. Students Assessment Activities
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. s Assessment timing Percentage of Total
Assessment Activities * )
(in week no) Assessment Score
1.

Quizzes Throughout Semester 20%
2. Midterm Exam 8 25%
3. Assignment Throughout Semester 15%
Final Exam Final week 40%

*Assessment Activities (i.e., Written test, oral test, oral presentation, group project, essay, etc.).

E. Learning Resources and Facilities

1. References and Learning Resources

Essential References Introduction to Cyber Security by Jeetendra Pande, 2017

Supportive References

Halibozek, David Walters
Electronic Materials

Other Learning Materials

2. Required Facilities and equipment

facilities
(Classrooms, laboratories, exhibition rooms,

simulation rooms, etc.)

Technology equipment
(projector, smart board, software)

Other equipment
(depending on the nature of the specialty)

F. Assessment of Course Quality

Introduction to Security 10th Edition, by Robert Fischer Edward

Traditional Classroom

Multimedia Projector

Resources

Assessment Areas/Issues m Assessment Methods

Effectiveness of teaching Students
Effectiveness of
Students assessment
Quality of learning resources Instructor
The extent to which CLOs have
been achieved

Instructor

Instructor
Other
L 2 2 24

Survey at the end of the course
Course Report
Survey at the end of the course

Course Report
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Assessors (Students, Faculty, Program Leaders, Peer Reviewers, Others (specify)

Assessment Methods (Direct, Indirect)

G. Specification Approval

COUNCIL /COMMITTEE Umm Al-Qura University Council
851141114462/190365

REFERENCE NO.

DATE 1446/11/22

Ministry Of E 'xl aaifl 3 \jg
Usnem Al-Qurs University Qmﬂ il pl Amaly

asduhill adsll
The Applied College
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